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Skybox to AlgoSec

AlgoSec equips you with the tools and services to seamlessly transition from your Skybox environment to an innovative
AlgoSec solution. With AlgoSec, you can confidently unlock the full potential of your security management.

Use case 1: Migration from Skybox Firewall Assurance to Algosec Firewall Analyzer (AFA)

Easily migrate firewall information, including hostnames and IP addresses, into AlgoSec’s Firewall Analyzer.
AlgoSec streamlines device onboarding and enhances visibility and analysis capabilities.

Migration process The AlgoSec Jumpstart offer

» Devices will be onboarded to AlgoSec The following is included in the AlgoSec Jumpstart
« AJumpstart package (ALG-MGR-SKYB) is required quick-deployment package:

« Migration for supported device types « Central management installation —

appliance/VM installation
« Device configurations
« Risk profile configuration
« Active directory integration

» System knowledge transfer



Use case 2: Migration of recertified rules from Skybox Firewall Assurance to Algosec FireFlow
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Algosec FireFlow handles recertification through change request workflows. Migration converts Skybox rules
into FireFlow traffic change requests for recertification.

Migration process The AlgoSec professional services offer
e Rule sets are exported from Skybox in CSV format. « Atailored professional services package is available.
« AlgoSec Professional Services creates a custom script « Estimated effort:

to import them into FireFlow. - 12 professional service days for the first

« Once imported, FireFlow's automated recertification 10,000 rules

workflows take over. - Five additional service days per 10,000-rule

increment

Use case 3: Migration of change requests from Skybox Change Manager to Algosec FireFlow
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Retain historical visibility and auditing capabilities by migrating legacy change requests into FireFlow
for centralized access and compliance tracking.

Migration process The AlgoSec professional services offer
« Export change requests to Excel or via API. Scoping is required and will depend on:
« AlgoSec professional service will create a script to « Number of change requests

import these change request in FireFlow. « Number of templates

o Complexity and number of custom fields




Use case 4: Migrate Skybox workflow/templates/integration from Change Manager

to Algosec Fireflow by replication
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Maintain your operational workflows and third-party integrations with ease. AlgoSec FireFlow supports the
replication of customized processes from Skybox, including integrations with ITSM, IPAM, and more.

Migration process The AlgoSec professional services offer
Migrating customer templates and processes from Scoping is required to replicate any customized
Skybox Change Manager and/or external systems Skybox configurations, workflows, or third-party
(ITSM/IPAM etc). integrations.

About AlgoSec

AlgoSec, a global cybersecurity leader, empowers organizations to secure application connectivity by
automating connectivity flows and security policy, anywhere.

The AlgoSec platform enables the world's most complex organizations to gain visibility, reduce risk,
achieve compliance at the application-level and process changes at zero-touch across the hybrid network.

Over 1,800 of the world'’s leading organizations trust AlgoSec to help secure their most critical
workloads across public cloud, private cloud, containers, and on-premises networks.
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